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Welcome and Opening Remarks

Dan Costa

Technical Manager, Enterprise Threat 
and Vulnerability Management

Carnegie Mellon University Software 
Engineering Institute
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Insiders Are No 
Longer Just 

Humans

Expansion of 
User Activity 
Monitoring 

Remote Work 
and Security 

Control Friction

Balancing 
Positive and 

Negative 
Workforce 
Incentives

Challenges 
Implementing 
Fundamental 
Protections

Advanced Data 
Exfiltration 
Techniques

Unreported 
Dual 

Employment

Technology-Driven Changes to the Insider Risk 
Landscape
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Doing it Right

Online AI

Detection Risk Scoring

Offline AI

Unknown Unknowns Results Fed Back to Non-AI Phases

Non-AI Detection Options

Rule/Model Based Anomaly Detection

Preventative Polices

Technical Controls



12th Annual Insider Risk Management Symposium
© 2025 Carnegie Mellon University 6[DISTRIBUTION STATEMENT A] Approved for public 

release and unlimited distribution.]
Advancing Software for National Security

AI Has Its Place

Use AI in a limited capacity after other 
options have been exhausted

Be realistic about outcomes, cost, and 
effort

Be specific about how and why AI is 
being used

Be involved in the decision process
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